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Publishing Updates:

4 AllSoftware Updates
| Adobe Systems, Inc.
7 lgor Pavlov
| Apple
| Audacity Team

FileZilla Project
Mozilla

Foxit Corporation
| The Gimp Team
I Lightning UK!

7 Inkscape

7 Oracle

| Dominik Reichl

| The Document Foundatior
I Notepad-++ Team
| OpenOffice.org

| Opera Software

< [0 >
& | updates

Publications

Rules
|[1] catalogs

Ready

Update Type Classification Severity  Adticle ID

Name Bulletin ID CVEID Expired Date Modified Date Published
57 Chrome 33.0.1750.146 Update Security 6C-33.0.1750.14 GC-33.0.1750.14 Ves 3122004
hrome 32.0,1750.140 Update Security GC-33.0.1750.1X GC-33.0.1750.1X Ve 3/22/2014
hrome 33.0.1750.154 Update Security G6C-330.1750.15 GC-33.0.1750.15 Yes 47122014
hrome 34,0,1847.116 Update Security GC-340.1847.11 GC-340,1847.11 Yes 4282014
Chrome 34.0.1847.131 Update Security GC-34.0.1847.13 GC-34.0.1847.13 Ves  5/14/2014

hrome 34.0,1847.137 Update Security Ves  5/22/2014

Securi GC-35.0.1916,1X GC-35.0.1916.1X.

 Edit
I3 | Assign
= | Duplicate
2] | ViewxmL
x

Delete

Export
Publish

Date modified: 5/22/201410:57:12 AM Date published:
No Server published:

Status published:

Update Information

Update type: Update Update ID: 6916eTed-b3c7 4460 Deba-176BCT405che
Classification: Security Package source:  GoogleChromeStandaloneEnterprise_35.0.1916.114.1
Severity: Package size: 38.36 MB

Bullatin ID: 6C-35.01916.1% Download URL: hitpi//patch

Article 1B: GC-35.0,1916.1X Support URL i/

CVEID: More Info URL:

Summary [Installable Rules | Installed Rulcs [N

£3System Center Updates Publisher 2011 _ 1ol x . . . .
~ -e | This guide is assuming you have
A
S ide “Installati
completed the guide “Installation
and Configuration Guide” and
o g
“Adob Spt f System Center Update Publisher provides a way to create and manage your own software update catalogs for use with Microsoft System Center “ I b . .
Catalog Subscription Setup
1 Apple - 8-36: - »
B Autiy Team Recent Alerts (0) - Last updated: 6/16/2014 8:36:48 PM  Refresh G ui d e ”
| Google .
1 Citrix
| FileZilla Project
“1 Mozilla
| Foxit Corporation
“| The Gimp Team Getting Started v
| Lightning UK!
1 Inkscape Add Partner Software Updates Catalogs
7 Oracle ‘Add partner software update catalogs to import into System Center Updates Publisher.
=l Dominik Reichl Import Software Updates Catalogs
1 The Document Foundation Import software updates catalogs into System Center Updates Publisher,
7| Notepadi++ Team
OpenOfficeorg Create Software Updates
| dotPDN Configure WSUS and Signing Certificate
| Simon Steele Assign Updates to a Publication
"I RealVNC Publish a Publication
| Uvnc Bvba Publish Publications to a configured WSUS server. Published software updates are available to other System Center products,
] VideolAN Learn More About System Center Updates Publisher
| WinSCP Watch screencasts and read blog posts covering System Center Updates Publisher.
“| Wireshark Foundation
| Yaheo! Inc.
1 Skype
Updates
Publications
=| Rules
|| catatogs
£3System Center Updates Publisher 2011 - ol x I h . . d . I I b
— -e | In this guide, we will start by
A  d . *
vy 7 H B XA ‘ Publishing Ch 35.0.1916.114
== = J
Create Import Edit Assign Duplicate View Delete Export Publish  Expire u IS I ng ro m e oo .
- XML
& Ovenview Gl A1l Google Chrome software » p o T

Navigate to Google > Chrome and
select the latest version you
would like to publish.

Right-click or select Publish in the
Ribbon.

Note: You can also add updates to
Publications (Group of Updates)
by right-clicking the updates and
choosing assign and creating a
Publication group. You can
publish all updates in a
publication group at the same
time.
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Publish Options

Publish Options Specify publish options

Summary Select how you would like to publish the selected updates:

) Automatic
Click Automatic to allow Updates Publisher to query Configuration Manager to determine whether the
selected software updates are published with full content or only metadata. In this mode, software updates are
only published when they meet the client request count and package source size thresholds that are specified
on the ConfigMgr Server page of the Options dialog box. If neither threshold is met, only the software update
definition (metadata) is published. Automatic is available only when Configuration Manager Integration is
selected on the ConfigMgr Server page.

Progress

Confirmation

@) Full Content
Click Full Content when you are sure that you want to deploy the software updates by using Configuration
Manager. When Full Content is selected, Updates Publisher publishes the binary of the software update and the
definition (metadata) of the software update.

) Metadata Only
Click Metadsta Only when you only want to gather compliance information for the selected software updates.
When Metadata Only is selected, Updates Publisher publishes only the definition of the software updates.
Software update binaries are not published.

[] Sign all seftware updates with a new publishing certificate when published software updates have not changed
but their certificate has changed.

<previovs || Nets | [ summery | [ Cancel

In our case, we are going to
publish this update with full
content (The update file will be
downloaded and stored in WSUS
and ready to deploy within
Configuration Manager).

Click Next.

Note: more information on the
publication types review:
http://technet.microsoft.com/en-
us/library/hh134775.aspx.

Publish Optiens

Summary

Progress

Confirm the settings

Publish Information

1 selected updates.

Google - Chrome 35.0.1916.114

Cenfirmation

To change these settings, click Previous. To apply the settings, click Next.

[ <Provious |[ Met> | | summary | [ Cancel |

Click Next in the “Publish
Software Update” Wizard.

Note: if there are any issues
downloading updates or
publishing them review the log
file location here:
%temp%\scup.log

3 Publish Software Updates Wizard

Progress

Publish Options

=

Summary

Progress

' O Security Warning

Confirmation

Do you want to accept this content?

Name:  GoogleChromeStandaloneEnterprise_35.0.1916.114.msi

Publisher: Google Inc
(®) Always accept content from "Google Inc"
() Ask me every time

View Certificate... | | Accept | ‘ Don't Accept ‘

Content from untrusted publishers can potentially be harmful. Only accept content from
publishers you trust.

Tell Me More

- 1
| < Previous

Next > \ i Summary Cancel

If the vendor has digitally signed
their installer, you will be
prompted whether you always
want to accept content from
“Vendors Name” or “Ask me
every time.”

In our case, we selected “Always
accept content from” radio
button.

Note: if the vendor doesn’t
digitally sign their installer you
will need always to accept.
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You should receive the
confirmation that updates were
published.

Confirmation

Publish Options The Publish Software Update Wizard completed successfully

Summary Publishing Summary

1 updates were selected for publish.

Progress
1 updates were published full content

Confirmation

To exit the wizard, click Close.

<Previous || Net> | [ summary | [ Close |

We repeated the previous steps
to publish Notepad ++ 6.6.4.

Confirmation

Publish Options The Publish Software Update Wizard completed successfully

Summary Publishing Summary

1 updates were selected for publish.

Progress
1 updates were published full content.

Confirmation

To exit the wizard, click Close.

<Previous || Nedt> | [ summary | [ Close
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B Folder Tools System Center 2012 R2 Configuration Manager (Connected to PS1 - SCUP Dem... _|la] x

|- [N ~ @
-~ [ o)
-« i =
Synchronize u Schedule Saved

Software Updates | Summarization Summarization | Searches -
Al are Updates Reports Search
v | I3 oftware Libra 13 erview b oftware ates b oftware lates -
[& \ + software Library » Ovenvi Software U All Software Upd: 2|

Software Library < | All Software Updates 0 items

Overview Search

| Application Management lcon | Title Bulletin ID

4 [ Software Updates

Required

Installed

@ No items found.

Percent Compliant

& All Software Updates
&1 Software Update Groups
[ Deployment Packages
5 : Run Synchronization
& Automatic Deployment Rules

| Operating Systems

nods of the Menitering workspace.

software updates?

Configuration Manager

[x]

Vou can review the synchronization process by checking the
SMS_WSUS_SYNC_MAMAGER component in the Component Status

Are you sure that you want ta initiate 2 site-wide synchronization of

& Assets and Compliance
57 Software Library

Bl Monitoring

[, Administration

Busy..

Add Criteria ¥

Downloaded

In the Configuration Manager
console, we forced a
“Synchronize Software Updates”
action.

Note: You can monitor the Sync in
the wsyncmgr.log on the
Configuration Manager software
update point.

Wakeup by inbex drop
Found local sync request file

Starting Sync

Perferming sync on local request

Read SUPs from SCF for SCCM.CONTOSO.LOCAL

Found 15UPs

Found active SUP SCCM.CONTOSO.LOCAL from SCF File.

STATMSG: ID=6701 SEV=| LEV=M SOURCE="SMS Server" COMP="5M5_WSUS_SYNC_M...
Synchronizing W5US server SCCM.CONTOSQ.LOCAL

STATMSG: ID=6704 SEV=| LEV=M SOURCE="SMS Server" COMP="SMS5_WSUS_SYNC_M...
Synchrenizing WSUS server scem.contose.local ..

sync: Starting WSUS synchronization

sync: WSUS synchronizing categeries

sync: W5US synchronizing categoeries, processed 19 out of 19 items (100%)

Done synchranizing W5US Server scem.contoso.local

Sleeping 2 more minutes for W5US server sync results to become available

Synchronizing SMS database with WSUS server SCCM.CONTOSO.LOCAL

STATMSG: ID=6705 SEV=| LEV=M SOURCE="5MS Server" COMP="5MS5_W5US5_SYNC_M...
Synchronizing SMS database with WSUS server scem.contoso.local ...

sync: Starting SMS database synchronization

requested localization languages: en

Syncing updates arrived after 03/11/2014 12:51:10

sync: SMS synchrenizing categories
sync: SMS synchronizing categories, processed 0 out of 253 items (0%)

sync: SMS synchranizing categories, processed 253 out of 253 items (100%

sync: SMS synchronizing categories, processed 253 out of 253 items (100%)

WARNING: Request filter does not contain any known categories. Sync will do nothing.

Dene synchronizing SMS with WSUS Server scem.contoso.local

STATMSG: ID=6702 SEV=| LEV=M SOURCE="SMS Server" COMP="5SM5_WSUS_SYNC_M...
Sync succeeded. Setting sync alert to canceled state on site P51

Mo changes made to the SMS database, content version remains 0

Sync time: 0d00h02m11s

Set content version of update source {BE4B36A3-DFAA-46E4-B552-B1540D1DCAFO} for si...

Requested categories: UpdateClassificationsSecurity Updates, UpdateClassification=Upd...

Set content version of update source {BE4B96A3-DFAA-46E4-B532-B1540D1DCAFD} for si,

SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_ WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG
SMS_WSUS_SYNC_MANAG

6/16/2014 8:56:26 PM
6/16/2014 8:58:31 PM

6/16/2014 &
6/16/2014 8:56:31 PM
6/16/2014 8:56:32 PM
6/16/2014 8:56:32 PM
6/16/2014 8:56:32 PM
6/16/2014 8:56:32 PM
6/16/2014 &:56:38 PM
6/16/2014 &:56:40 PM
6/16/2014 &
6/16/2014 &

6/16/2014 &
6/16/2014 &

6/16/2014 8:58:41 PM
6/16/2014 £:58:41 PM
6/16/2014 8:58:41 PM
6/16/2014 &:58:41 PM
6/16/2014 8:58:41 PM
6/16/2014 8:58:42 PM
6/16/2014 £:58:42 PM

6/16/2014 8:58:42 PM
6/16/2014 &:58:42 PM
6/16/2014 8:58:43 PM
6/16/2014 8:58:43 PM
6/16/2014 8:58:43 PM
6/16/2014 8:58:43 PM
6/16/2014 8:58:43 PM

Here is an example of the
wsyncmgr.log.

You can see that there are no
changes made to the data.

This is because the Products need
to be approved in the Software
Update Point settings.
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[y System Center 2012 R2 Configuration Manager (Connected to PS1 - SCUP Demo Site) (Evaluation, 144 days left)

| == - @
[= 2 & 0| @ (5]
+ 2 (SR ] 2 6
Hierarchy | Saved Ad it esteSte  Create SetSecurity | Properties
Create| 'Soitings | Searches - | System Roles System Server Secondary Site Settings| =55 opes
Sites Search Site Classity | Properties
€ - [Ba \ » Adminswation » Ovemiew r Site Configuration » Sites -2

Administration
+ &l ovenview
-1 Hierarchy Configuration
] Cloud Services

4[] site Configuration

Basites

B> Servers and Site System Roles
= y:

& Client Settings

& Distribution Point Groups

1 Migration

& pssets and Compliance

< Sites 1 items

Type

- SCUP Demo Site _Primany site

SCUP Dem

General

Site Code:

Server Name

M.CONTC

State  Site Code | Parent Site Code
L Active PS1

[ Add Site System Roles
5 Create Site System Server
Wy Creat

Recove
Upgrade

Show Install Status
Qb Refresh

Delete

Search | Add Criteria +

[ Configure Site Components
E Client Installation Settings

ired [ Site Maintenance

@ status Summarizers

% Status Filter Rules.

@ Set Security Scopes

[ Properties

System Health Validator Point
Software Distribution
Software Update Point
Management Point
Status Reporting

B Out of Band Management
Email Notification

Collection Membership Evaluation

bjects
[iscovery Methods

[le Replication

In Configuration Manager 2012,
navigate to the Administration
Workspace > Site Configuration >
Sites > Right click your site >
Configure Site Components > Click
Software Update Point.

Software Update Point Component Properties

| Sync Settings | Classifications | Products |Sync Schedule I Supersedence Rules | Languages |

Products:

=1-[_|All Products

= Google
i L [AChrome
=[] Local Publisher

+ -] Microsoft
=[] Notepad+= Team
[ Notepad++

ok || Cancel

| | Aopy

In the Products tab, Select any of
the products you have published
that you would like to sync.

If you select the Vendor, this will
sync any products you publish

from that vendor in the future.

Click OK.
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Folder Tools System Center 2012 R2 Configuration Manager (Connected to PS1 - SCUP Dem...

-lalx]

(]
|- [N ~@
- T 1®
- 3 21
Synchronize ui Schedule Saved
Software Updates | Summarization Summarization | Searches -
All Software Updates Reports Search
« » [E \ + Softwarelibrary » Overview » SofwareUpdates » Al Software Updates - 2]

Software Library
4 & Overview
| Application Management
4 [ Software Updates
& All Software Updates
&1 Software Update Groups
Deployment Packages

2 Automatic Deployment Rules

| Operating Systems

& Assets and Compliance
57 Software Library

Bl Monitoring

[, Administration

« | All Software Updates 0 items

Search

Add Criteria ¥

Search

Icon Title Bulletin 1D Required  Installed  Percent Compliant Downloaded

@ No items found.

[x]

Configuration Manager

Run Synchronization

Vou can review the synchronization process by checking the
SMS_WSUS_SYNC_MAMAGER component in the Component Status
node of the Menitoring workspace.

Are you sure that you want ta initiate 2 site-wide synchronization of
software updates?

In the Configuration Manager
console, we forced another
“Synchronize Software Updates”
action.

Busy...
(i3] Folder Tools [System Center 2012 R2 Configuration Manager (Connected to PS1 - SCUP Demo Site) (Evaluation.. _ | o | x | Wh h f " h
- e en the sync finishes, you
- } :! = rn #F ./ Edit Membership = P h Id h d
e b E 2 <& & sivvr ow @ O should now see the new updates
Synchronize Run Schedule Saved Download Create Software Deploy Move  Properties
Software Updates = Summarization Summarization = Searches Update Group . . .
TRt available within your
& v 5] \ » Softwarelibrary » Cverview » Software Updstes » All Software Updates B2 . .
= Configuration Manager console,
oftware Library < All Software Updates 2 items
. i Search ch | Add Criteria ¥ 1 1
o ovrve " == | | and they will be available for
_| Application Management Icon Title Bulletin ID Required | Installed ' Percent Compliant Downloaded ' Deployed
4 [ Software Updates "ﬂ Chrome 35.0.1916.114  GC-35.0.1916.1X 1 0 0 No No d I
5] All Software Updates &  Notepad++ 6.64 NPP-6.64 1 0 0 No No ep Oyment'
5] Software Update Groups
Deployment Packages
|2 Automatic Deployment Rules
| Operating Systems
Notepad++ 6.6.4 ~
Detail Statistics Ml
Severity: None M Compliant 0
Bulletin ID: NPP-6.64 M Required: 1
Acticle 1D: NPP-6.64 I Not Required: 0
Unknown: 0

{ Assets and Compliance
] Software Library

Bl Monitoring

Administration

Ready

6/6/2014 6:40 PM
6/6/2014 6:40 PM

Date Released:

Date Rele d or Revised:
21€ Released or Revise: Total Asset Count: 1 (Last Update: 6/16/2014 6:12:40 BN}

Superseded: No
Expired No
Update Classification: “Security Updates”
NAP Evaluation: No

m

" Summary [Deployment
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EaSyetem Center Updates Publisher 2011

ol x
Home  Folders ~ 6
Create Import
8 .
£ Overview
i Saftwsre Updstes
e e, System Center provides a way o create ge 92 for use with Mcrosoft System Centerproducts.

We are going to go through the
process of expiring updates when
needed and deploying the latest
version of the update.

Recent Alerts (1) - Last updated: 6/16/2014 9:15:07 PM  Refresh v
v - | We have updated the
I o~ DemocCatalog.cab on our server

Gt to simulate what it will look like

el when your catalog is updated.

Learn More About System Center Uy ":::s Publisher

- = Note: the catalog update process
is covered in the “Catalog
Subscription Setup Guide.”
E] Import Software Updates Catalog Wizard [x]

Summary @ Import one or more catalogs from My Catalogs

Catalog
Patch My PC SCUP Catalog

Location
Progress

Cenfirmation

https://patchmypc.net/DemoCatalog.cab

() Specify the path to the catalog to import

Bxample: C\mycatalog\catalog.cab

< Previous

Browse...

Nea> | | summay | [ Cancel |

We imported the latest catalog
with the options described in the
“Catalog Subscription Setup
Guide.”

£4System Center Updates Publisher 2011

Home  Folders

y /@

Import  Edit Assign Duple

Aticle ID

GC-35.0.1916.15 GC-350.1916.15 No.
GC-35.0.1916.7X GC-35.0.1976.1X Ves

Bulletin ID CUEID Expired Date Modified
NPP-66.6 No  6/13/2014

6/13/2014
6/13/2014
6/13/2014

If we sort by “Date Modified” in
the “All Software Updates” node,
we can see that Chrome and
Notepad ++ were expired and
there are newer versions.
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Publish Software Updates Wizard

Confirmation

Publish Options The Publish Software Update Wizard completed successfully

Summary Publishing Summary

4 updates were selected for publish.
2 updates were published full content.
2 updates were expired.

Progress

Confirmation

To exit the wizard, click Close.

< Previous || Next> Summary

Close

We published these 4 updates
(Including the expired updates)

using the same options as before.

This will cause the older updates
to be expired from Configuration
Manager and be deleted within
14 days from the console.

Folder Tools System Center 2012 R2 Configuration Manager (Connected to PS1 - SCUP Dem... -|laj] x
Home | Folder ~ @
2 » B ® |
-
Synchronize Ru Schedule Saved
Software Updates | Summarization Summarization | Searches *

All Software Updates Reports Search

| & - |¢E‘[ \ » Software Library » Overview » Software Updates b Al Software Updates - 2]

Software Library < All Software Updates 0 items.

Search Search

4 & Qverview

» [] Application Management leon | Title BulletinID  Required  Installed  Percant Compliant

4 [ Software Updates
S All Software Updates
&7 Software Update Groups

@ No items found.

=]

Configuration Manager

0 Run Synchronization

You can review the synchronization process by checking the
SMS_WSUS_SYNC_MANAGER component in the Component Status
node of the Monitoring workspace.

Deployment Packages
[ Automatic Deployment Rules

* [l Operating Systems

Are you sure that you want to initiate 2 site-wide synchronization of
software updates?

& Assets and Compliance
5 Software Library
Bl Monitoring

[Z]], Administration

Add Criteria v

Downloaded

Busy..

In the Configuration Manager
console, we forced another
“Synchronize Software Updates”
action.
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| [[E=N
-
o
Synchronize
Software Updates

Al
™

Software Library

Folder

>

ftware Updates

4 & Overview
) Application Management
4 [ Software Updates
5] All Software Updates
&7 Software Update Groups
Deployment Packages
|27 Automatic Deployment Rules

| Operating Systems

#E Assets and Compliance

57 Software Library
B Monitoring

(7]} Administration

Ready

R
Summarization Summarization

Reports

B 2
Schedule Saved
Searches -

Search

< All Software Updates 4 items
Search
lcon | Title
B Notepad++ 666
&1 Chrome 350.1916.153
& Notepad++ 664
& Chrome 3501916114

Chrome 35.0.1916.114

Detail

Severity:

Bulletin ID:

Article ID:

Date Released:

Date Released or Revised:
Supersedec:

Expired:

Update Classification:
NAP Evaluation:

Folder Tools System Center 2012 R2 Configuration Manager (Connected to PS1 - SCUP Demo Site) (Evaluation...

gl =]
~@
4 =+ / Edit Membership N ar D
R T, SN
Download Create Software Deploy | Move | Properties
pdate Group.
Update Deployment | Move | Properties
.2
2
Search | Add Criteria ~
Bulletin ID Required | Installed | Percent Compliant | Downloaded | Deployed | Expired
NPP-666 0 0 o No No No
GC-350.1916.15 0 0 0 No No No
NPP-664 1 0 o No No Ves
GC-350.19161X 1 0 [ No No Yes
Statistice 7]
None M Compliant: 0
GC-35.0.1916.1X M Required: 1
GC-35.0.1916.1X W Not Required: 0
5/22/2014 10:57 AM Unknauim: O

5/22/2014 10:57 AM
No

Ves

"Security Updates”
No

= [8 N+ software Library » | Ovenview || Software Updates » Al Software Updates

Total Asset Count: 1 (Last Update: 6/16/2014 8:12:40 BM)

]

" summary [Deployment

We can see the older version
where marked as expired in the
Configuration Manager database.

You can now deploy your
published updates just like any
others updates you would
deploy!
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