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System Requirements:

Must be Installed on top-most WSUS/SUP
Microsoft .NET Framework 4.5
Supported Operating Systems

©)
©)
©)
O
O

o

Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

If using WSUS 3.0 SP2 (Server 2008/2008 R2), you should install KB2938066 on all WSUS servers in your
environment.

If using ConfigMgr features, the ConfigMgr Console should be installed

|E1I-
Tk

PatchMyPC-
Publishing-5
EMVICE Ms

Download the latest MSI installer of
the publishing service using the
following URL:

https://patchmypc.com/publishing-
service-download

]
e
IS

PatchMyPC-

Publishing-5
EMVICE.MS

Start the installation by double-
clicking the downloaded MSI.

Note: Depending on user account
control settings, you may need to run
an elevated command prompt and
launch the MSI from the command
prompt.

ﬁ Patch My PC Publishing Service Setup x

Welcome to the Patch My PC
Publishing Service Setup
Wizard

The Setup Wizard will allow you to change the way Patch My
PC Publishing Service features are installed on your
computer or even to remove Patch My PC Publishing Service
fram your computer, Click ™ext”™ to continue or "Cancel” to
exit the Setup Wizard.

< Back Cancel

Click Next in the Welcome Wizard

Click Next in the Installation Folder
Dialog

Optionally, you can change the
installation folder by clicking Browse...

Click Install on the Ready to Install
dialog.

Note: if user-account control is
enabled, you will receive a prompt “Do
you want to allow this app to make
changes to your device?” Click Yes on
this prompt to allow installation
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ﬁ Patch My PC Publishing Service Setup

Enable Intune Standalone Mode?
Optionally, you enable only Microsoft Intune publishing.

For Intune only customers, you can disable the components and prerequisite checks related to
WSS and Configuration Manager.
[ Enable Microsoft Intune standalone mode

Mote: you can re-enable Configuration Manager and WSUS at any time in the Intune options.

< Back Cancel

If you are configuring the product for
Microsoft Intune Win32 application
publishing only, you should review our
separate installation guide for
Microsoft Intune.

For a Configuration Manager setup,
leave the checkbox Enable Microsoft
Intune standalone mode un-checked.

ﬁ Patch My PC Publishing Service Setup >

Completing the Patch My PC
Publishing Service Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

Launch Patch My PC Publishing Service

Cancel

Leave the “Launch Patch My PC
Publishing Service” checked then click
Finish.

Note: if user-account control is
enabled, you will receive a prompt “Do
you want to allow this app to make
changes to your device?” Click Yes on
this prompt to allow installation

L ]
General Updates ConfigMar Apps  Intune Apps  Sync Schedule  Alerts  Advanced About
Catalog Information

O URL: |hitps://patchmypc.com/scy Subscription Validation Succeeded x

[ use Trial Mode

Validate URL
This catalog subscription has been validated.

Licensed to Patch My PC - Lab | B

Subscription level: Enterprise Plu

Licensed To: Patch My PC - Lab
Expiration: 1/1/2030

Certificate Management

©

Generate a Self-Signed Certificate

FX Cerificate

Export Certificate...

If you already purchased a license or
have a 30-day full trial, paste your
catalog URL and click the Validate URL
button.

Access to https://patchmypc.com is
required. If required, configure a web
proxy in the Advanced tab first. For
activation errors, please review
Troubleshooting License Activation Issues
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¥ Patch My PC - Publishing Settings - 1.6.6.1 - Preview - O had
General Updates ConfigMar Apps  Intune Apps  Sync Schedule  Alerts  Advanced About

Catalog Information

URL: |https://patchmypc comtrial-catalog-download
C\lb Use Trial Mode

If you want to configure the publishing
service in public trial mode, click the
“Use Trial Mode” checkbox.

GeneraIIUDdEtES ConfigMgr Apps IntuneAppSISyncSchedule Alerts  Advanced About

|:| Adobe Systems, Inc.
D Foxit Software Inc.
|:| Igor Paviov
[ Mozilla
[ Notepad++ Team
--|:| Piriferm
[ VideoLAN

@
©

Validate URL . .
; —— . Click Yes on the prompt to enable trial
ou are using e ral catalog.
Subscription level: Trial Catalog mode
¥ Datch My PC - Publishing Settings - 1.6.6.1 - Preview s When the public trial mode is enabled,

the “Updates” “ConfigMgr Apps” and
“Intune Apps” tab will filter to only
show products available from the
public trial catalog.

Note: If you need all products for
evaluation purposes, please submit the
full-trial request form.

Certificate Management

(0] Show Certificate Import PFX Certificate

Export Certificate... Generate a Self-Signed Cerificate

Timestamp Server URL: | http:/timestamp.digicert.com Use Default

| No certificate found in the WSUS certificate store on this server.

To publish software updates to WSUS,
A WSUS signing certificate (Code-
Signing) must be configured.

The certificate can be self-signed or
issued by a third-party or even
internal certificate authority.

D Software Update Point Compaonent Properties >

Sync Settings  Update Files  Classifications  Products  Sync Schedule  Supersedence Rules  Languages
Third Party Updates  WSUS Maintenance  Maximum Run Time

I Enable third-party software updatesl

i you enable this option, you can subscribe to third-party update catalogs, publish their updates to Windows Server
Update Services (WSLIS), and deploy them to clients.

Leam more about third-party software updates.

WSS signing certficate configuration

Configuration Manager can automatically manage the third-party WS US signing certificate, or you can choose
to manually configure the certificate.

Leam mare.

I@ Configuration Manager manages the cert'rficatel

(O Manually manage the certfficate

Cumrent WSLIS signing certificate details
Issuer: [CN=WSUS Publishers Sef-signed |

Thumbsprint: [ADDEG20164060A4 1 BCFF46F18AEEEDADS033E3DB |
Expiration Date: 1/22/2024 711:04 PM |

Certificate Option 1 - SCCM Managed:

If you are running SCCM 1806 or
newer, you can enable the option for
“Configuration Manager manages the
certificate”. If enabled, SCCM wiill
automatically generate the signing
certificate during the next software
update point sync. You can monitor
wscyncmgr.log to see it created.

You will need to reopen the publishing
service after SCCM creates the
certificate for the certificate validation.

Note: if your software update point is
remote from the site server, WSUS
needs to be configured in HTTPS.

Certificate Management

(o) Show Certificate | Impart PFX Certificate

Export Certificate... | Generate a Self-Signed Certificate |

Timestamp Server URL: | http:itimestamp.digicert.com Use Default

0 Mo certificate found in the WSUS certificate store on this server.

Certificate Option 2 - Self-Signed:

To use a self-signed certificate, Click
the “Generate a Self-Signed
Certificate” button, then click “OK”.

Patch My PC — Publishing Service Setup Guide



https://patchmypc.net/scup-catalog-trial
https://patchmypc.com/scup-catalog-trial#full-access-trial-form
https://patchmypc.com/scup-catalog-trial#full-access-trial-form
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/third-party-software-updates#enable-third-party-updates-on-the-sup
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/third-party-software-updates#configure-the-wsus-signing-certificate
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/third-party-software-updates#configure-the-wsus-signing-certificate
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/third-party-software-updates#configure-the-wsus-signing-certificate
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/third-party-software-updates#configure-the-wsus-signing-certificate

Certificate Management

G Show Certificate

|| Import PFX Certificate |

Export Certificate...
Timestamp Server URL:

http:iftimestamp digicert. com

e Mo certificate found in the WSUS certificate store on this server.

Generate a Self-Signed Certificate

Use Default

Certificate Option 3 - PKI:

If you want to use a publicly created
code-signing certificate, Click the
“Import PFX Certificate” button and
follow any password prompts.

Note: We have a detailed PFX
certificate guide available here

Certificate Management

© Show Certificate

Export Certificate...

Timestamp Server URL: | hitp:iftimestamp.digicert.com

|° Code-Signing certificate validated, expiration date: 7/12/2024

Import PFX Certificate

Generate a Self-Signed Certificate

Use Default

The catalog status image should show
a green checkbox and display the
code-signing certificate’s expiration
date.

Certificate Management

© Show Certificate

Export Certificate...

Import PFX Certificate

Generate a Seli-Signed Certificate

ITimestamp Server URL: | http:/ftimestamp.digicert.com

Use Default I

o Code-Signing certificate validated, expiration date: 7/12/2024

We use DigiCert for timestamping
published third-party software updates.

If you want to use a different
timestamping server, you can un-check
Use Default and enter your desired
timestamping HTTP Server URL.

D Software Update Point Compenent Properties

Sync Settings  Update Files Classifications  Products  Sync Schedule
Third Party Updates  W5US Maintenance  Maximum Run Time

| Enable third-party software updatesl

Update Services (WSLIS), and deploy them to clients.

Leam more about third-party software updates.

WSS signing cerificate configuration
to manually configure the certificate.

Leam mare.

I@ Configuration Manager manages the cert'rficatel

(O Manually manage the certfficate

Supersedence Rules  Languages

If you enable this option, you can subscribe to third-party update catalogs, publish their updates to Windows Server

Conrfiguration Manager can automatically manage the third-party WS US signing certfficate, or you can choose

Cumrent WSLIS signing certificate details

lssuer:

[CN=WSUS Publishers Self-signed |

Thumbprint:

[ADOEG20164D60A4 1BCFF46F 1 8AEBED4DS038ESDB |

Expiration Date: [1/22/2024 T711.04 FM

For clients to install third-party
updates, they must trust the code-
signing certificate.

If you enabled the option Configuration
Manager manages the certificate from
the previous step, your SCCM clients
would automatically trust the WSUS
signing certificate.

If you aren’t on SCCM 1806+ or can’t
enable this option due to HTTPS
requirements if your SUP is remote
from the site server, you need to
follow our supplemental guide here
for deploying the WSUS signing
certificate and trusted third-party
update using GPO.
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https://msdn.microsoft.com/en-us/library/windows/desktop/bb931395(v=vs.85).aspx
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/third-party-software-updates#configure-the-wsus-signing-certificate
https://docs.microsoft.com/en-us/sccm/sum/deploy-use/third-party-software-updates#configure-the-wsus-signing-certificate
https://patchmypc.com/scupcatalog/documentation/CertificateAndGPODeploymentGuide.pdf
https://patchmypc.com/scupcatalog/documentation/CertificateAndGPODeploymentGuide.pdf
https://patchmypc.com/scupcatalog/documentation/CertificateAndGPODeploymentGuide.pdf
https://patchmypc.com/scupcatalog/documentation/CertificateAndGPODeploymentGuide.pdf

Software Inventory
Software Metering

I| Software Updates |I
State Messaging

User and Device Affinity

[RER-T=¥)

Allow clients to download delta
content when available

Part that clients use to receive
reguests for delta content

Enable management of the Office
365 Client Agert

Enable installation of software

Yes

3005

kv

-
-

Mot Corfigured  ~

For clients to install third-party
updates, they must also have a policy
enabled to trust third-party updates.

If you are running SCCM 1802+, set the

h( w
Windows Analytics updates in "All deployments” = client setting to “Enable third party
maintenance window when
"Software update” maintenance updates =Yes”.
window is available
Specify thread priority for feature Not Corfigured
updates If you aren’t on SCCM 1802+, you need
Enable third party software - .
updates Yes to follow our supplemental guide for
deploying the GPO.
¥ Patch My PC - Publishing Settings - 1.6.6.1 - Preview - ] x Clle the Update tab tO enable
GeneralGonﬂgMgrApps Intune Apps  Sync Schedule Alerts Advanced About products for SOftWare update
= g ishi
0[] 2BrightSparks @ pUbIIShlng
o] 8x8. Inc.
+-[] Acro Software Inc.
0] Adobe Systems. Inc. @ Arrows can be used to expand or
+-[] AdoptOpenJDK
=[] Amapzo:Web Services, Inc. CO”apse prOdUCtS.
+-[] Amazon Corretto
i-[] Andrea Vacondio
ig ool Softuare Foundaton Database Search can be used to scan
}S R -..‘:3 SCCM products already installed
£l rticulate Global, Inc.
o] Arfex Software Inc =9 product and enable detected products.
i [] Atlassian Inc
i-[ ] Audacity Team
pL dudesk Search can be used to find products
#-[] Barco N.V.
i-[] Bartels Media GmbH and Vendors by name
i1 [] Binary Fortress Software
[ Blueberry Software (UK) Ltd. O . .
> ] Blue Jeans . I ‘| Note: when the trial mode is enabled,
ou will only see a subset of products.
Cance Y y P

& Scan SCCM Database for Supported Products

Server Name:

Login: sa

[] Auto-enable products to be published as an update f installed on, at least

[ Auto-enable products to be published as an application if installed on, at least |1

SCCM Connect to SCCM SQL Database As
Database Name: |CM_PRI (@ Curent user Windows authertication 9

() With these credentials using SQL authentication:

Password:

Before any synchronization, automatically scan and enable newly detected products based on the following conditions: 9

2| devicels) | setection

< | devicels) |na Sefection

Selected | Product
7-Zip («64) - MS| Install

7-Zip (x86) - EXE Install

7-Zip (<36) - M5! Instal

8x8 - Virtual Office

Adobe Acrobat DC

Adobe Acrobat Reader DC

Adobe Air

Adobe Digttal Edtions

Adobe Flash Player ActiveX for Intemet Explorer - EXE Install
Adaobe Flash Player ActiveX for Intemet Explorer - MSI Install
Adobe Flash Player NPAPI for Firefox - EXE Instal

Adobe Flash Plaver NPAP for Firefox - MSI Install

gioooooooogod

Vendor

Igor Paviov

Igor Pavlov

Igor Pavlov

88, Inc

Adaobe Systems, Inc.
Adaobe Systems, Inc.
Adobe Systems, Inc.
Adobe Systems, Inc
Adobe Systems, Inc.
Adaobe Systems, Inc.
Adobe Systems, Inc.
Adobe Systems, Inc

Court

AR R R R TR )

T 2 S S

>

[ Exclude products already enabled in scan

Select Al Unselect All Export to CSV_

Enable Selected Products

Close

If using the scan SCCM feature, you
need to provide the SCCM database
server name and database name.

Click Query to start the search then
choose the products you want to
enable for publishing by clicking
Enable Selected Products or Cancel.

You can also click the Export button if
you want to export the list of detected
products to a CSV.

Note: this requested the user to have
db_datareader rights in SQL to the
SCCM database.
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£ Scan SCCM Database for Supported Products

Server Name SCCM Connect to SCCM SQL Database As
Database Name: [CM_PR1 (®) Curent user Windows authertication 9

() With these credentials using SQL authentication

Login: =a Pasaword:

Auto-enable products to be published as an update if installed on, at least 25 21| devicels)

Auto-enable products to be published as an application i installed on, at least |25 21| devicels)

Before any synchronization, automatically scan and enable newly detected products based on the following conditions: 9

Ma Sefection

Selected

T

Product Vendor

Editing

[] Delete Desktop Shortcut(s)
[] Disable seff-updater

[] Create install logs

O T-Zip (x64) - MSI Install Igor Pavlow [ e e e

| 7-Zip (x86) - EXE Install Igor Paviov [[] Auto kill conflicting processes befare installing the application
(| 7-Zip (<86) - MSI Install Igor Pavlov [ Skip installation if conflicting processes are running

O 88 - Vitual Office 88, Inc. T

O Adobe Acrobat DC Adobe Systems, Inc. 2

(] Adobe Acrobat Reader DC Adobe Systems, Inc. &

O Adobe Air Adobe Systems, Inc. 3

O Adobe Digtal Editions Adobe Systems, Inc 6

(| Adobe Flash Player ActiveX for Intemet Explorer - EXE Install Adobe Systems, Inc. 2

O Adobe Flash Player ActiveX for Intemet Explorer - MS| Install Adaobe Systems, Inc. 2

O Adobe Flash Player NPAP for Firefox - EXE Install Adobe Systems, Inc. 6

1 Adobe Flash Player NPAPI for Firefox - MSI Install Adobe Systems. Inc. 3 v

Query

[ Exclude products already enabled in scan

Select Al Unselect All Export to CSV_

Enable Selected Products

Close

You can configure scanning of
products for software updates or
applications to automatically enabled
before any synchronization based on
the product(s) being detected on a
certain number of devices in
Configuration Manager based on
hardware inventory.

Auto-enabling detected products is
helpful when new products are added
to the catalog, and you don't want to
enable products within the publisher
manually.

¥ Patch My PC - Publishing Settings - 1.6.6.1 - Preview

General Updates ConfigMar Apps  Intune Apps = Sync Schedule  Alerts  Advanced Abou
=-m AII Products
E" v i Publish update(s) using full content
E; 1 Publish update(s) using metadata only
E; e Auto close application processes before installation
E 0 Skip installation when the application is in use

You can right-click “All Products” or
specific “Vendor/Product” and toggle
between Metadata and Full Content.

Full Content — publishes the full
content of the update to WSUS. Full-
content includes metadata and the
update binaries and is required to
download and deploy the update in
WSUS/SCCM.

¥ Patch My PC - Publishing Settings - 1.6.6.1 - Preview

General

Updates ConfigMgr Apps Intune Apps  Sync Schedule Alerts Advanced Abo

0 Auto close application processes before installation

0 Skip installation when the application is

in use

Metadata only — publish only the
metadata; update binaries are not
published.

Metadata only allows you to view the
compliance details in SCCM/WSUS for
the update, but you will be unable to
deploy unless it’s re-published with
full-content.
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B Patch My PC - Publishing Settings - 1.6.6.1 - Preview

General Updates ConfigMgr Apps  Intune Apps  Sync Schedule Alerts Advanced About

EIE‘ Google, Inc.
: Google Chrome (x86) (Full Content)

‘ Publish update(s) using full content - M5 installer

Publish update(s) using metadata only

=)

= Go
=] GN
&[] Gref
=] Gs
&[] Han
&0 Hu
m] g
m Ing
L] Inkg
=[] Irfa
-] var]
EJ--D vod
m] JaM
e KLd
m] Lan
E

Add custemn pre/post update installation scripts

*H OOl

Delete desktop shortcut(s) created by this application

Disable self-updater

H
e
+

Manage installation logging
Medify command line

Add M5T transformation file

Dol @HIEN

7] Lea

Auto close application processes before installation — (Inactive)

Skip installation when the application is in use - (Inactive)

Exclude fremn being enabled during automated SCCM inventory scans

Republish update(s) for these product(s) during next sync schedule

Auto Kill: application processes will be
auto-closed before the update installs.

Skip Update: skip an update if the app
is running, will retry at next software
update deployment and eval cycle.

Pre/Post Scripts: run your own custom
pre/post scripts for a product.

Command Lines: add custom
command lines when needed.

Republish Update(s): see When, Why,
and How to Republish Update(s)

For a detailed description of each right-
click option, please see Custom Options
Available for Third-Party Updates and
Applications

B Patch My PC - Publishing Settings - 1.6.6.1 - Preview

General Updates ConfigMarApps Intune Apps  Sync Schedule Alerts Advanced About

[ Automatically create applications in Configuration Manager for base installations.

Options...

&L All Products
D 2BrightSparks

--D 8x8. Inc
D Acro So

frware Inc.

-] Adobe Systerns, Inc.

w1 Ansrha

O AdoptOpenlDK

[] Amazon Web Senices. Inc.
[ Amazon Corretto

D Andrea Vacondio

Qafharara FAanndatine

©0

For the Enterprise Plus subscription,
you can enable the option to create
SCCM applications in the ConfigMgr
Apps tab.

These applications can be deployed
using existing SCCM deployment
methods like collection deployments
and task sequences.
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Base Install Options

Connection and Source Options

I Configure SMS Provider connection_ I

Source Folder (LINC): |‘.‘.demo'|‘.Sourc:es |9

Application Creation Options

Allow applications to be installed from the Install Application task sequence action.

Allow clients to use distribution points from the site’s default boundary group.

Code-sign the PowerShell detection method script using the WSS Signing Certificate.

[] Do nat include the version in the application name, so the application name doesnt change after updates.

[] Move applications to the following folder in the applications node of the console: Applications

When a new version is available, do you want to auto-update the previously created application?

Automatically update the application content and distribution points. (Default) ~

Content Distribution Options

Automatically distribute content for any newly created applications. Add Distribution Point

By default, we distribute content to every distribute point individually. If you Group(s)

prefer to use a distribution point group(s), please add at least one group.

Name

All Distribution Points

Miscellaneous Settings

[] When a new version of an application is released, delay the in-place application upgrade by |2 % | days.

If a product doesn't support the application model, create the base install as a package.

Ok Cancel

If you enable the option Automatically
create applications, you will need to click
the Options button to configure additional
options required for application creation.

SMS Provider Server: The server name of
your SMS Provider.

Source Folder (UNC): The network path
used for application source files. The
service will create a subfolder named
Applications in the root of the path
defined. Application content will be
created in a <Vendor>\<Product>\<ID>
structure.

Application Creation Options: Application
attributes that you can configurable.

Content Distribution Options: Options for
automatic content distribution.

Detection Method: The application’s
detection method uses a PowerShell
script. The script is sighed using the WSUS
Signing Certificate by default. The
PowerShell execution must allow
AllSigned scripts.

¥ Patch My PC - Publishing Settings - 1.6.6.1 - Preview -
General Updates ConfigMgrApps Intune Apps Sync Schedule Alerts Advanced About

Automnatically create applications in SCCM for initial installation Options..

=L Al Products

i-[] 2BrightSparks
o[ 8x8. Inc.

i1 [] Acro Software Inc.
+-[] Adobe Systems. Inc.

7-[] AdoptOpenJDK

+-[] Amazon Web Senvices, Inc.
+-(] Amazon Corretto
+-[] Andrea Vacondio %
7] Apache Software
7] App Dynamic
+-[1 Apple

+-[] Articulate Global,
o] Artifex Software In
7] Atlassian Inc

1-[] Audacity Team
+-[] Bandicam com

Would you like to copy any custom actions from the software
update products such as pre/post scripts, disabling updates,
and removing shortcuts?

Mo Cancel

Optionally, you can automatically enable
products in the Applications tab that you
previously enabled in the Updates tab by
clicking the Copy icon.

You can also choose whether you want to
copy any custom right-click options
enabled in the Update Rules products by
using the Yes or No dialog prompt.

You can review the following
supplemental video guide for enabling
the base installation feature within the
publishing service.
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General Updates ConfigMgr Apps  Intune Apps | Sync Schedule | Alerts  Advanced About

Scheduling

@Daily:At?'CHDCMPMv

O Weekly: On | Friday a7z
(O The |Second Tuesday A7 3

FHE
24 O Monthly: On |4 a7 S HD | mPM

-
g O Hourly:  Every |4 % | Hours

0 O Disable sync schedule. Manual sync required to publish updates.

M [PM

[] Offset (days)

~| M |[PM 0 =

(:) [ Trigger SCCM software update point sync when new third-party updates are published.

Configure SMS Provider connection...

Cancel

B Patch My PC - Publishing Settings - 1.6.6.1 - Preview — ]

Run Publishing Service Sync

Apply

Click the Sync Schedule tab and adjust
the schedule as needed.

The scheduling time is when the
publishing service will download the
latest catalog metadata and auto-
publish new updates and applications
for enabled products.

The default schedule is Daily at 7 PM

You can also configure the publishing
service to sync the SCCM software
update point if new third-party
updates are published (Requires SUP
to be co-located on the site server).

Patch My PC - Publishing Settings - 1.6.6.1 - Preview

General Updates ConfigMgrApps Intune Apps  Sync Schedule Advanced About

SMTP Settings

Common Email Providers: |

B

Sender.

Send Email Reports

|5u ppont@patchmype.com ‘

Recipients: |5uppol‘t@patchmypc.com

CC Recipients: | ‘

Send alerts as each product is published rather than waiting until the end of the synchronization.

Cancel

] Disable Emails for Manual Syncs

=

Server: |5mtp.oﬁice355.com ‘ Test
Use Authentication Use TLS Port: |587 = Change subject..
Legin: Password: |¢ooouuouooou Add text to body...
Microsoft Teams Settings
i
Send Microsoft Teams reports
‘WebHeook URL: ‘ https:iloutlook office.com/webhook/024¢3305-3645-497c-abea-a7 14 1d58a394@b79783df- Test

Optionally, you can enable
Notifications in the Alerts tab.

To enable Email reports, click Send
Email Reports and configure your
SMTP sending options.

You can also paste a Microsoft Teams
webhook to receive publishing alerts
in a Microsoft Teams channel. See
Sending messages to connectors and
webhooks for more details.

We highly recommend enabling email
reports, when emails are enabled, you
will receive an email about any newly
published updates including Titles,
Classification, Severity, CVE-ID’s,
Catalog Expiration Details, and more!

Patch My PC - Publishing Settings - 1.6.6.1 - Preview

General Updates ConfigMar Apps  Intune Apps  Sync Schedule | Alerts |Advanced About
SMTP Settings

Common Email Providers: |

B

Send Email Reports

[ Disable Emails for Manual Syncs

Sender |5uppol‘t@patchmypc.com ‘
Recipients: |5u ppont@patchmypc.com ‘
CC Recipients: | ‘
Server: |5mtp office365.com ‘

=X

Test

We recommend performing a Test
email by clicking the Test button.

Click the Apply button to save all
changes

Patch My PC — Publishing Service Setup Guide
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General Updates ConfigMgr Apps Intune Apps  Sync Schedule Alerts About

Proxy Settings o
®) Don't use proxy
@ (O Use proxy settings below:
URL:
Use Authentication Port 8080 -
Legin: Password:

Local Content Repository for Licensed Products

There are a few licenzed products that may require a manual download. For these products, you will need to download the
newest update to the local content repository manually. Please see hitps/patchmype comllicenzed-download for a known
list of products requiring manual download and how you will get notified when new updates for licensed products are
released

Local Content Path Browse..

Set to default [] Delete the update file in the local repasitary after publishing

[ Always check the local content repository for all products before attempting to download binaries.

Customize Content Download and Log Save Location

Set a custom folder for temporary downloads of the software update and application content:

Contentfolder:  |%Temp% Browse..

o | [

¥ Patch My PC - Publishing Settings - 1.6.6.1 - Preview — ] X

Modify Published Updates performs
various actions on published updates

Local Content Repository for Licensed
Products is used for products behind a
paywall requiring a manual download.
Please see this KB article for more
details.

SSRS Dashboard Reports can be
installed by clicking the Run Report
Installer button.

Standalone WSUS Mode: This option
should ONLY be used if you are
deploying updates in WSUS and not
using SCCM. When enabled, updates
will be visible in the WSUS console.

¥ Patch My PC - Publishing Settings - 1.6.6.1 - Preview - O x

General Updates ConfigMgr Apps Intune Apps Sync Schedule Alerts Advanced
Version Details
Currently Installed Version: 1.6.6.7
Latest Available Stable Version: 1.6.5.0
Last check for a new version: 3(3/2020 7:00:13 PM
[ Disable self-updates (Not Recommended)
O Install preview builds
Updates will be automatically installed at the end of each scheduled sync when needed. Upgrade Now
Release History
@ For a full list of our releases and accompanying release notes, please see our Release Notes
If you have any feedback or suggestions. please contact us and let us know! Contact Us Page
Technical Support
9 Having lssues? Please use our technical support contact form to let us know Iechnical Support Page

You can also search our support forum for commen issues and create a support ticket Support Forum Page

Application Request?
ﬁ We are always open to adding any new applications that would provide our customer's value

Please submit any new application request to our forum thread Reguest New Software

Cancel Aoy

In the About tab, you can view details
about the publishing service.

You can disable the self-updates or
opt-in to preview builds.

There are also a variety of helpful
resources that are linked in the about
tab including release notes, contact us,
technical support email form, support
forum, and request new products.
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https://patchmypc.com/local-content-repository-for-licensed-applications-that-require-manual-download
https://patchmypc.com/publishing-service-setup-documentation#release-history
https://patchmypc.com/contact-us
https://patchmypc.com/technical-support
https://patchmypc.com/forum/index.php
https://patchmypc.com/forum/index.php
https://ideas.patchmypc.com/

If you want to start the initial

B Patch My PC - Publishing Settings - 1.6.6.1 - Preview — ] X
General Updates ConfigMar Apps IntuneAppsAIerts Advanced About publishing of products, Valldate
Scheduling settings have been applied then click
@paiy w7 Hu 0 Ewmlm  ~ the Run Publishing Service Sync
bt button in the Sync Schedule tab
O Weekly: On | Friday &7 2 HD 2 m PM
[ Offset (days) . . .
O e S E—— . ]« E] v B S o If Run Now is clicked, click OK on the
“Run Now Successful” Message Box
FEF
24| Owmonhiy: on ¢ 2| a7 2| u o 2] m [BM
If you performed a Run Now
(D) Owour een & ¢ Hous Publishing, you could monitor the
0 publishing process by clicking the
O Disable sync schedule. Manual sync required to publish updates. .
Open PatchMyPC.log button in the
(:) Trigger SCCM software update point sync when new third-party updates are publizhed. General Settings tab
Configure SMS Provider connection...
| Run Publishing Service Sync |
G| [ oy
Starting download for: https://dl.google.com/chrome/install/GoogleChromeStandaloneEnterprisefd.msi Downloader Our Iog flle uses a format Compatible
Finished downloading file. Average Speed: 1.11 MB/s (35 MB) Downloader .
Successfully downloaded the update Downloader Wlth CMTrace-exe
Digest of downloaded update /O7CEUZO0F4DEPhMBjUKKET55A0= matches the digest from the cataleg /... Worker
Calling W5US APl to publish an update to W5US this can take a few minutes for large updates Worker .
The following update has been published with full-content: Google Chrome 73.0.3683.103 (x64) Worker We recommend Sett'ng CMTI’ace.exe
Starting download for: https://dl.google.com/chrome/install/GoogleChromeStandaloneEnterprise.msi Downloader H ’ H
Finished downloading file. Average Speed: 1.02 MB/s (54 ME) Downloader as the defaUIt Iog viewer. It's avallable
Successfully downloaded the update Downloader in the SCCM Installation directory:
Digest of downloaded update Tcryghnsh+WReQK4PmgzCemCfwQ= matches the digest from the catalog .. Worker .
Calling W5US API to publish an update to W5US this can take a few minutes for large updates Worker <InSta"Dlr>\t°°Is\cmtrace'exe
The following update has been published with full-content: Google Chrome 73.0.3683.103 (x26) Worker

Report from Patch My PC Publishing Service

I Report as of 7/12/2019 6:20:21 PM from SCUP

Classification Severity

Moderate

Size

Published With Full-Content

Google Chrome 00 (x64 7/12/2019 Updates

Oracle Java 8 Update 211 8.0.2010.9 (x86) | 7/12/2019 6:18:44 PM Security Critical

7/12/2019 6:20:00 PM 56.48MB

‘ 66. 37MB

‘ Oracle Java 8 Update 211 8.0.2010.9 (x86) | 7/12/2019 6:20:18 PM

If you enable email alerts via SMTP,
you will be sent an automated email
whenever software updates or
applications are published, modified,
or updated.

= D $ _ﬂ /' Edit Membership
« “’g Pl l!'? Review License
Synchronize Run Schedule Saved Download Create Software Pu
Software Updates Summarization Summarization Searches - Update Group Softw
All Software Updates| Reports Search Update
(- o |@ % » Software Library » Owverview » Software Updates » All Software Updates
Software Library < | All Software Updates 6 items
A f Overview Search
=l Application Management lcon Title Article ID | Required | Installed | Perc

4 [ Software Updates Configuration Manager

o Run Synchronization

You can review the synchronization process by checking the
SMS_WSUS_SYNC_MAMNAGER component in the Component
Status node of the Monitoring workspace,

@AII Software Updates

:E Software Update Groups
Deployment Packages

.E» Automatic Deployment Rules

LE] Third-Party Software Update Catalogs Are you sure that you want to initiate a site-wide

= Operating Systems synchronization of software updates?

| Windows 10 Servicing
Yes

| Desktop Analytics Servicing

When the first publishing operation is
completed, we recommend that you
run a “Synchronize Software Updates”
on the SCCM site.

Note: You can monitor the software
update point synchronization in the
wsyncmgr.log
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sync: SMS performing cleanup

Done synchrenizing SMS with W5US Server SCUP

Set content version of update source {8541FAS0-052F-4760-A7ET-COF3B34ECTBE]} for site TPV to 153
Resetting MaxInstall RunTime for Cumnulative updates.

STATMSG: ID=6702 SEV=| LEV=M SOURCE="5MS Server" COMP="5MS5_WSUS5_SYNC_MAMAGER" S5Y5=
Sync succeeded, Setting sync alert to canceled state on site TPV

Mo changes made to the SM5 database, content version remains 13

Sync time: 0d00h0DmO4s |

Here is an example of the
wsyncmgr.log.

You can verify the synchronization is
complete when you see the line:
Sync time: 0d0Ohxxmxxss

J ¥

Configure Site
Components ~

Manage
Content Library

Software Distributicn
Software Update Point
Operating System Deployment

Management Point
Status Reporting
Email Motification

Collection Membership Evaluation

[

Now that the sync is complete, you
will need to enable the Patch My PC
vendor in your software update point’s
Products tab

Navigate to the Administration
Workspace > Site Configuration >
Sites > Right-click your site >
Configure Site Components > Click
Software Update Point.

D Software Update Point Component Properties

Third Party Updates WSUS Maintenance
|Ipdate Files

Maximum Run Time

Products

Sync Settings Classifications Sync Schedule

Products:

=R Al Products
EI|:| Local Publisher
|:| Locally published packages
[ | Microsoft
=1+ Patch My PC

----- SCUP Updates

In the Products tab, enable the vendor
named “Patch My PC” and Click Apply
or OK to Save the settings

Folder Tools | Search Teols

Home | Folder | Search

#; Current Node qﬁﬁ | I I N N
\—]’ =1 All Subfolders A A ~
Al Name Add Save Curent Save Current Close
Object: Criteri Search  SearchAs
Scope Refine s Active Search
s v [E] \ '+ Softwerclibrery » Overview » Software Updates » All Softwere Updates
Software Library < All Software Updates Search Results - 382 items shown

+ & Ovenview Search
_ Application Management AND Vendor Patch My PC &

4[] Software Updates AND Superseded o 3

B QllSoftware Updater lcon | Title Required | Installed | Percent Compliant  Downloaded | Deployed | Date Released
&l B 7-Zip 19.00 (EXE-x64) 0 1 100 Yes Yes /222019 9:42 AM
a 7-Zip 19.00 (EXE-86) 0 1 100 Yes Yes 2/22/2019 945 AM
7 I-x64) 0 8 100 Yes Yes 2/22/2019 949 AM
Zip 19.00 (MS1-x86) 0 4 100 Yes Yes 2/22/2019 9:51 AM
% 8 - Virtual Office Deskiop 6.62.9 0 0 100 Yes Yes 2/4/2020 907 AM
&1 Adobe Acrobat DC Update 1500630510 0 0 100 Yes Yes 2/11/2020 25 AM
& Adobe Acrabat DC Update 17.011.30158 0 0 100 Yes Yes 2/11/2020 8:26 AM
{1 Adobe Acrobat DC Update 20.006.20034 o 2 100 Yes ¥e 2/11/2020 8:26 AM
& Adobe Acrobat Reader DC - MUI Update 15.006.30510 0 2 100 Yes Yes 2/11/2020 8:26 AM
5] Adcbe Acrobat Reader DC - MUI Update 17.01130158 1 1 % Yes Ye 2/11/2020 8:26 AM
& g 00620034 0 0 100 Yes ¥
B e n o0 Yo
7-Zip 19.00

If you run another “Synchronize
Software Updates” on the SCCM site,
the updates should now be available
in the console after the sync is
complete. You may need to click the
Refresh button in the All Software
Updates view.

Note: You can monitor the software
update point synchronization in the
wsyncmgr.log
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B Patch My PC - Publishing Settings - 1.6.6.1 - Preview - O had
General Updates ConfigMar Apps  Intune Apps | Sync Schedule | Alets  Advanced  About
Scheduling

@Daily-At?f:HD:MPMv
L

O Weekly: On | Friday A7 SHD S

The setup of the publishing service is
now complete!

Any newly released products meeting
the criteria will be automatically
published based on your schedule.

D Patch My PC Updates Properties

Deployment Package
General Deployment Settings  Software Updates  Evaluation Schedule  Alets  Language Selection
The software updates that meet the specified criteria are added to the associated software update group.

Property filters:

e
[ Adicle ID

[] Bulletin 1D

[ Content Size (KB)

[ Custom Severity

[] Date Released or Revised
[] Description

[ Language

[ Product v

Search criteria:

Superseded No

Update Clazsification "Critical Updates™ OR "Security Updates” OF "Updates”

Wendor "Patch My PC”

Note: If you are using Automatic
Deployment Rules in SCCM. Filters:

e Vendor = Patch My PC

e Superseded = No

e Classification = Critical Updates,
Security Updates, Updates

If you want to exclude specific
products in your ADR, please refer to
this guide Filtering Specific Third-Party
Products from ADRs

Note: Migration updates for Firefox to
Firefox ESR or Java 6/7 to Java 8 are
classified as “Update Rollups”.

o,y e

*+ Google Chrome 72.0.3626.81 (x64/x86)

for Google Chrome 72.0.3626.81

* Release No

Release Type: @ | @ | @

CVE-IDs:

CVE-2019-5754; CVE-2019-5755; CVE-2019-5756; CVE-2019-5757: CVE-2019-5758; CVE-2019-5759; CVE-2019-
5760: CVE-2019-5761: CVE-2019-5762: CVE-2019-5763; CVE-2019-5764; CVE-2019-5765: CVE-2019-5766; CVE-
2019-5767: CVE-2019-5768: CVE-2019-5769; CVE-2019-5770:; CVE-2019-5771; CVE-2019-5772: CVE-2019-5773;
CVE-2019-5774: CVE-2019-5775; CVE-2019-5776; CVE-2019-5777: CVE-2019-5778; CVE-2019-5779; CVE-2019-
5780; CVE-2019-5781:

If you want to receive email
notifications regarding catalog
updates, you can subscribe to our
update catalog newsletter, and
subscribe to our RSS feed that
contains recent catalog updates
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https://patchmypc.com/filtering-specific-third-party-product-from-adrs-in-microsoft-sccm-patch-my-pc-update-catalog
https://patchmypc.com/filtering-specific-third-party-product-from-adrs-in-microsoft-sccm-patch-my-pc-update-catalog
https://patchmypc.com/scup-catalog-newsletter-signup
https://patchmypc.com/category/scupcatalogupdates/feed

