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Patch My PC

Notes!

An automated method for
at least attempting to
update softwarein a
system having a first
target computer in an
non-update state
connected across a
network to an update
server in a pre-update
state, the system also
having a package
computer which is
inaccessible to the first
target computer but
accessible to the update
server, and a repository
component accessible to
the first target computer
and the update server,
the method comprising
the steps of:

simplified Third-Party Application
Management

We help you extend Microsoft Endpoint Manager (ConfigMgr
and Intune) capabilities by seamlessly integrating third-party
patching and application management. Our average
customer saves about 6,000 hours per year and publishes
over 1,329 updates and applications. This saves administrative
time by eliminating the manual packaging of third-party
products.

One of the most common ways computers are exploited is
vulnerabilities in outdated third-party applications or libraries.
A primary benefit of our product is improved security through
patching vulnerable third-party applications. in 2020, we
released a total of 2,915 third-party updates, which addressed
1,530 CVEs.

By only focusing on application management, you can ensure
you receive a team dedicated solely to this probiem. We're a
small team passionate about what we do, why we do it, and
who we do it for.

Patch My PCis an application that automates
updating software in a system.

Users have target computers (including mobile
devices) that are in a pre-update state.

Patch My PC has update servers that connect to
the target computers through Agents. Agents
used are part of Microsoft Endpoint Manager
either System Center Configuration Manager for
computers or Intune for mobile devices both of
which are Agents.

Through use of its servers, PatchMyPC attempts
and performs updates to software of devices
that are in a non-update state from a server
accessible by Patch My PC but not the target
device. These servers are PatchMyPC’ s package
computers.

Client machines scan using Microsoft Endpoint
Manager’s agents or Intune agents and the
target computer or mobile device doing the scar
is then in a non-update state. The user is in
communication with the PatchMyPC servers (the
update server) and the update serverisin
communication with one or more package
computers that contain the actual updates
identified as relevant to the target computer or
mobile device through the agent scan and
processing of the update server.

! Notes are provided as a courtesy only and for settlement purposes only subject to Federal Rule of Evidence 408 and any applicable state equivalent. Notes are not intended to be exhaustive nor indicate specific support
for any claim element, nor is support for any claim element limited to that indicated in the Notes. Moreover, nothing in the Notes shall constitute an admission of any kind with respect to, or have any other legal bearing
on the scope and breadth of, the claims. Nothing herein should be regarded as the provision of legal counsel, and recipients are welcome and encouraged to consult with qualified legal counsel regarding claim
interpretation matters. For purposes of complete clarity, nothing herein is intended narrow or otherwise limit the scope or breadth of the claims as issued.
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(a) putting at least one
patch fingerprint which
defines a specific
software update into the
repository component,
the patch fingerprint
comprising:

a patch signature and an
existence test, wherein
the patch signature is
fused] configured to
request largel compuler
information from the
first target computer,
and

wherein the existence
test is configured to
request larget computer
information provided via
the patch signature to
determine whether the
specific software update
is needed on the first
target computer;

wherein the repository
component is at least
located at the update
server and includes
recommended
configuration
information for the first
target computer

Simplified Third-Party Application
Management

We help you extend Microsoft Endpoint Manager (ConfigMgr
and Intune) capabilities by seamlessly integrating third-party
patching and application management. Our average
customer saves about 6,000 hours per year and publishes
over 1,329 updates and applications. This saves administrative
time by eliminating the manual packaging of third-party
products.

One of the most common ways computers are exploited is
vulnerabilities in outdated third-party applications or libraries.
A primary benefit of our product is improved security through
patching vulnerable third-party applications. In 2020, we
released a total of 2,915 third-party updates, which addressed
1,530 CVEs.

By only focusing on application management, you can ensure
you receive a team dedicated solely to this problem. We're a
small team passionate about what we do, why we do it, and
who we do it for.

Patch Fingerprints consist of a combination of
Patch Signatures and Existence Tests. Both
InTune (for mobile devices) and SCCM or
Endpoint Manager (for computers) have
software that over time requires updates
including application software.

Patch My PC using either InTune or
SCCM/Endpoint Manager scans devices to
determine if software patches are applicable to
a device and if that patch has already been
installed or not. The first element of the
fingerprint, the signature, determines if a
potential update is applicable toa particular
instance of software/hardware and therefore
applicable to a device or its installed software.
The second element, the existence test, is if that
update has already been installed or not.

The repository component contains the
recommended configuration information for the
target computer. This includes what version
and/or update of applications or drivers or othe
any other software on the target
computer/device.

Patching and application management by
scanning and determining whether a specific
software update is needed on a particular devict
that has been scanned includes both the steps o
applying a patch signature and an existence test
to determine what updates are applicable to a
program or device and if that update has alread
been performed or not.
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b) gathering the target
computer information
about the first target

computer fand-sending
he-inf ron back

Bt b ooy
compenent] via a
discovery agent located
on the first target
computer; wherein the
discovery agent utilizes
the patch signature to
gather the target
computer information;
wherein the target
computer information
includes at least
hardware configuration
information, registry
information, software
presence information,
and software version
information relative to
the first target computer;
wherein the target
computer information
defines current
configuration
information of the first
targel computer;

(c) sending the target
computer information
back to the
repository component
located on the update
server;

(d) storing the target
computer information in
the repository
component located on the
update server;

simplified Third-Party Application
Management

We help you extend Microsolt Endpoint Manager (ConfigMgr
and Intune) copabilities by seamiessly integrating third-party
patching and application management. Qur average
customer saves about 6,000 hours per year and publishes
owver 1,329 updates and applicotions. This saves administrative
time by eliminating the manual packoging of third-party
products.

One of the most common ways computers are exploited is
vulnerabilities in outdated third-party applications or libraries
A primary benefit of our product is improved security through
patching vulnerable third-party applications. in 2020, we
released a total of 2915 third-party updates, which addressed
1530 CVEs.

By only focusing on application management, you can ensure
you receive a team dedicated solely to this problem. We're a
small team passionate about what we do, why we do it, and
who we do it for

Product Features

e Automate Third-Party Updates

® Third- porty updates outomatically published to SCCM and
Intune

®  Use existing processes to deploy updates. including ADR'S

& Roport on non-complionce for third-party updates in the
some way as Microsolft updotoes

- Automaticalty scan your SCCM or intune inventory to
auto-enable product for publisheng

® Our application foature aflows you to roliback third-party
updotas if noaded

& Third-party updates typically releasad tho sama day oS
the vendor mokes it avoicble

e Automatically Create Applications

Create base gpplications for SCCM and Intune
Eliminate manual packoging of applications
Auto-updote applications to tha latest version

Ensure new mochines abways receva tha most securd
varsion of on application

Use emsting depioymant mechanisms task sequences,
colloctions, or intune assignments

Applications include vendor icons, dascnplions, and
keywords

Target computer information is gathered by a
discovery agent. PatchMyPc uses Endpoint
Manager (previously known as System Center
Configuration Manager or SCCM) or InTune.
Both Endpoint Manager and InTune include
agents that collect configuration data from
Microsoft operating system devices. InTune is
used with Windows Mobile devices and
Endpoint Manager (or SCCM) for Windows PC
and Server devices.

SCCM and Intune are discovery agents both use
patch signatures to gather information about
the system subject to being updated and
existence tests to determine if the patch has
already been installed or not. Both return all of
the listed data to ensure a patch can be
successfully installed and is needed. Discovery
agents are also used to determine the hardware
and software that is installed in the system and
this target computer information is also
provided to the repository component.

This information then defines the current
configuration of the target computer.

[Type here]




[Type here]

US 6,990,660
Claim 1

Patch My PC

Notes!

(e) comparing. at the
update server, at least a
portion of the gathered
target computer
information with the
patch fingerprint using
the existence test to
determine whether the
recommended
configuration
information of the first
target computer matches
the current configuration
information of the first
target computer and to
determine whether the
specific software update
is absent from the first
target computer and
whether the specific
software update has a
dependency on at least
one of another specific
software update, a
specific software, and a
specific hardware fand+f
thopoetheotbaie

wpdaicesbront e the
HEstareetcomprtert

Simplified Third-Party Application
Management

We help you extend Microsolt Endpoint Manager (ConfigMgr
ond Intune) capabilities by seamlessly integrating third-party
patching and application management. Our average
customer saves about 6,000 hours per year and publishes
over 1,329 updates and applications. This soves administrative
time by eliminating the manual packaging of third-party
products.

One of the most commaon ways computers are exploited is
vulnerabilities in outdated third-party opplications or libraries.
A primary benefit of our product is improved security through
patching vulnerable third-party opplications. In 2020, we
released a total of 2,915 third-party updates, which addressed
1,530 CVEs.

By only focusing on application management. you con ensure
you receive a team dedicated solely to this problem. We're a
small team passionate about what we do, why we do it, and
who we do it for.

Product Features

e Automate Third-Party Updates

. Third - party updates outomatically published to SCCM ond
intune

® Use existing processes to daploy updates including ADR'S

*  Roport on non-compliance for third-party updates in the
saome way as Microsoft updates

* Automaticolly scon youwr SCCM or intune inventory 1o
auto-enable product for publishing

* Our application feature allows you to rofiback third-party
updaotes il neaded

& Third-party updates typically released the some day as
the vendor makes it avoiloble

9 Automatically Create Applications

Create base appiications for SCCM and Intune
Eliminate monual pockaging of applications
Auto-updote appiicotions to the lotest version

Ensure new mochines ohways reconve the most secure
wvarsion of an apphcation

Use existing deploymant maechanisms: 1osk sequences,
collections, of Intune assignments

Applications include vendor icons, descriptions, and
kaywords

Patch My PC claims to identify on average more
than 1,300 updates that are needed and Patch
My PC released 2,915 third-party updates in
2020. Identification of needed updates is
accomplished by comparing gathered target
computer information using the patch
fingerprints using the existence test to
determine whether the recommended
configuration of the device matches the current
configuration of the device and whether specific
software updates are missing. And, whether one
update is dependent upon another update or a
specific hardware configuration.
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(f) if a known condition
is met, then placing at
least one task identifier
on an update task list, the
task identifier specifying
the first target computer,
the update task list stored
at the update server, the
task identifier also
specifying at least one
download address which
references a location on
the package computer
that contains a software
update for the first target
computer;

e Microsoft Intune Integration

* Automatically create Win32 applications and updates
® Bulk assign opplications to groups
® Add application to enroliment status pages for Autopilot

e« PowerBl dashboard to receive insights from Intune devices

o Native SCCM and Intune Integration

®  No additional agents
® No additional infrastructure
® Use native features and functionality of SCCM ond intune

*  Use automatic deployment rules, task sequences,
collection deployments, Autopilot, and more

If a known condition requiring an update is
determined to exist, tasks are created to
automatically update the target computer and
the task identifier specifies the location from
which to download the software update for the
target computer. This can be seenin
Automatically creating updates in Intune and
use of automatic deployment rules, task
sequences, collection deployments, and more in
SCCM/Endpoint Manager.
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(g) starting a task in
response to the task
identifier, the task
attempting a first
download of the specific
software update from the
package computer to the
update server:

@ Microsoft Intune Integration

® Automatically create Win32 applications and updates
® Bulk assign applications to groups
® Add application to enroliment status pages for Autopilot

s PowerBl dashboard to raceive insights from Intune devices

e Native SCCM and Intune Integration

®  No additional agents
® No additional infrastructure
® Use native fectures ond functionality of SCCM ond Intune

& Use automatic deployment rules, task sequences,
collection deployments, Autopilot, and more

Tasks are started to download specific updates
from the package computer to the update serve
in support of automatically creating updates anc
deploying updates to mobile devices and
computers. This uses native features and
functionality of SCCM/Endpoint Manager and
Intune to use automatic deployment.
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(h) if the first download
completes successfully,
then attempting a second
download of the specific
software update from the
update server to the first
target computer, wherein
during the attempting a
second download step,
the first target computer
is inaccessible to the
package computer via a
Sirewall; and

(i) monitoring the
attempted downloads for
an outcome.

@ Microsoft Intune integration

e Automatically create Win32 applications and updates
®  Bulk assign applications to groups
®  Add application to enroliment status pages for Autopilot

e PowerBl dashboard to receive insights from Intune devices

e Native SCCM and Intune Integration

*® No additional agents
® No additional infrastructure
® Use native fegtures and functionality of SCCM and Intune

® Uso automatic deployment rules, task sequences,
collection deployments, Autopilot, and more

Intune and SCCM agents operating at the target
computer can retrieve the specific software
update from the package computer by
requesting the download from inside the
firewall.

Intune and SCCM agents monitor the attempted
downloads for an outcome of the attempted
update using automatic deployment rules.

At a minimum the Intune and SCCM agents
monitor for completion of the downloads and
report status on their completion.
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Note on claim language: Claim language in italics was added to the claims during an ex-parte re-examination published as Certificate number US 6,990,660 C2 issued August 3. 2010 with the additions and deletions as
shown in this chart. Claim language with strikethreughswas removed from the claims and no longer form part of the patent’s claims. Claim language in italics was added and form part of the patent’s claims as shown.
The deletions and additions are provided for context, clarity, and full disclosure.

Claim Language references to Specification: Citations to the specification for certain terms identified below are provided solely for convenience. The provision of these references in no way waives any argument that
the claims have any meaning other than their plain and ordinary meaning to one of ordinary skill in the art in light of the specification. These citations are only provided to direct the reader to those portions of the
specification for your information.

TARGET COMPUTER:

Any computer (for instance an end-user computer or a network server) that has its software updates managed by an Update Server where typically many Target Computers are managed and provided updates by a
single Update Server. See Figures 5, 6 and 7. Co 4 Lines 4-6, Col 8 Lines 28:33, Col 8 lines 59:62 Col 9 Lines 7:19, Col 10 Lines 4:6, Lines 14-17, Lines 27:29, Lines 57:63, Col 12 Lines 17-21, Lines 33-40, Col 11 Line &6 - Col
12 line 2, Col 12 Lines 17:21, Col 12 Lines 33:40, Col 12 Line 65 - Col 13 Line 2, Col 13 Line 3:6, Col 13 Line 14:17, Col 14 Line 9:20, Col 14 41:47, Col 14 Lines 58:62, Col 14 Line 65 - Col 15 Line 1, Col 15 Lines 6:14, Col 15
Lines 23:27, Col 16 Lines 30:49, Col 16 Lines 57-65, Col 17 Lines 2-4, Col 17 Lines 12:20, Col 17 Lines 21:26, Col 17 Lines 31:33, Col 17 Lines 50-52, Col 18 Lines 32:39, Col 18 Lines 57:63, Col 18 Line 66:Col 19 Line 4, Col 20
Lines 10:12, Col 20 Lines 16:19, Col 20 Lines 54:61, Col 21 Lines 63:66

REPOSITORY COMPONENT: A database that contains a variety of information about managed devices (including but not limited to Patch Fingerprints) that is used for various purposes in determining if a particular
Target Computer needs a particular software update given information that is obtained from the Target Computer by use of the Patch Fingerprint(s). It may also encompass a database of locally stored patches and
their may be one or many repository component locations not all of which have to have all of the different types of information. Some may have patch fingerprints and other similar information, others may have
stored copies of patches. The Repository Component is the component in communication with installed Agents. Col 3 Lines 56-57, 63-66, Col 4 Lines 8-10, Col 12 Lines 44-48, 55-61, Col 13 Lines 17-20, 26-31, 47-49, 49-
51, 62-65, Col 13 Line 67- Col 14 Line 3, Col 14 Lines 9-10, 41-47, Col 15 Lines 18-20, Col 15 Line 66 - Col 16 Line 3, Col 16 Lines 29-30, 44-47.

UPDATE STATE. PRE-UPDATE STATE NON-UPDATE STATE:
Col 3 Lines 29-31, Col 8 Lines 16-26, Col 8 Lines 28:33 FIGS 3, 4, 5, 5-500, Col 10 Lines 46:53 Lines 30:39

UPDATE SERVER

Fig 2-220 Fig 5-528, Col 3 Lines 37:40, 49:51, Col 4 Lines 18:20, 30:31, 39:54, Col 5 Lines 2:5, Col 8 Lines 33:35, 37:40, Col 9 Lines 7:8, 14:19. 20:23, 36:39, 52:54, 62: Col 10 :6, Col 10 Lines 8:10, 11:14, 26:29, Col 11 Line
66:Col 12 Line 4, Col 12 Lines 17-26, 49-54, Col 13 Lines 49:50, Col 14 Lines 10-13, Col 15 Lines 39-41, 44-46, Col 16 Lines 59-60, 65-67 Col 17 Lines 4:11, 16:20, 25:29, 30:3:1, 45:52, 57:59, 63:67 Col 18 Lines 1:3, 9:14,
14:16, 17:21, 21:26, 27:31, 32:33, 33:39, 41:43, 59:63, Col 18 Line 66:Col 19 4, Col 19 Lines 54:57, Col 20 Lines 10:12, 43:45, 45:47, 47:52, 58:61 Col 21 Lines 55:56 Col 24 Lines 13:15, 38:39

PACKAGE COMPUTER

FIGURES 2,3,5 Col 3 Lines 44:48, Col 4 Lines 41:48, Col 9 Lines 20:23, 52:57, 62:64, Col 10 Lines 1:4, 12:14, Col 12 Lines 49:54, Col 16 Lines 58:60, Col 17 Lines 1:11, 53:57, 60:65
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PATCH FINGERPRINTS

FIGURES 8, 9 Col 3 Lines 56:59, Col 3 Line 66 - Col 4 Line 3, Col 4 Lines 10:14, 15:18, 23:25, Col 12 Lines 41 - Col 13 Line 2, Col 13 Line 38 - Col 14 Line 7, Col 14 Lines 56:58, Col 14 Line 63 : Col 15 Line 5, Col 15 Lines 6:21,
22:32, 33:38, Col 16 Lines 13:20, 21:26, 27:30, 44:47, Col 31 Lines 25:35

EXISTENCE TEST

FIGURE 9 Col 12 Line 65 - Col 13 Line 2, Lines 26:32, Col 15 Lines 22:32 Col 15 Line 63 : Col 16 Line 3, Col 16 Lines 6:12

DISCOVERY AGENT

Figure 5, Col 4 Lines 4:8, 10:14, Col 13 Lines 14:25, Col 14 Lines 10:20, Col 15 Line 6:21, Col 15 Line 63 : Line 66, Col 20 Lines 1:5, 16:19, Col 30 Line 52: Col 31 Line 12
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A system comprising:

(a) a package computer
having a plurality of
patch fingerprints:

(1) wherein the plurality
of patch fingerprints
includes at least a first
patch fingerprint and a
second patch fingerprint,
different than the first
patch fingerprint:

(1) wherein at least the
first and second patch
fingerprints each
comprises at least one
Extensible Markup
Language (XML)
metadata query,

wherein the first patch
fingerprint includes a
first XML metadata
query, and

wherein the second
patch fingerprint
includes a second XML
metadata query, different
than the first XML
metadata query:

(ii) wherein at least the
first and second patch
fingerprints are both
associated with a
specific software
update;

Simplified Third-Party Application
Management

We help you extend Microsoft Endpoint Manager (ConfigMgr
ond Intune) capabilities by seamiessly integrating third-party
patching ond applicotion manogement. Cur average
customer saves obout 6,000 hours per year and publishes
over 1,329 updates ond opplications. This saves odministrative
tima by eliminating the manual packaging of third-party
products

One of the mast common ways computers are exploited is
vulnerabilities in outdated third-party applications of libranes
A primary banefit of our product is improved security through
patching vulnerabla third-party applications. in 2020, we
released a total of 2,015 third-party updates, which addressed
1,530 CVEs

By only focusing on application monogement, you Con ensure
you receive a team dedicated solely to this problem. We're o
smaoll team passionate about what we do, why we do it, and
who we do it for

Product Features

e Automatically Create Applications

@ Automate Third-party Updates

®  Thad-porty updotes outomaticolly published to SCCM and
Intune

®  Uso eritting processes to dopioy updotes. including ADI's

- Report on non-complionce for third-party updates in the
sama way as Microsolt updates

*  Automatically scon your SCCM or intune inventory to
outo-enable product for pubishing

*  Our application feature giiaws you to rolibock third-party
updates # neaded

®  Third-porty updates typicolly released the some day os
the vendor mokes it ovoilable

Creote baso opplications for SCCM and Intune
Eliminote monual pockoging of applications
Auto-updote applicotions to the lotest varhon

Ensura naw mochines olways recenve the maost secufa
worsion of an opplicotion

Use axisting deployment mechansms. task soquances.
colloctions, of intune oSignMants

Applications includa vendor icons, descriptions. ond
koywords

https://patchmypc.com/freeupdater/definitions/definitions.xml

Located at the cloud image in the diagram,
PatchMyPC has its package computers/servers
which have a plurality of patch fingerprints. As
noted in the text in 2020 PatchMyPC released
1329 new updates and applications each of
which would have at least one patch fingerprint

Patch Fingerprints consist of a patch signature
and an existence test. The patch signature is
designed to extract information about the
specific computer being updated which include:
both the identity and existence of specific
hardware, registry, and software version
information. Because there can be several
different combinations of these items that all
apply to the same patch, there will be a first anc
a second patch fingerprint that apply to the
same patch but have different XML metadata
queries. Hence the first and second (and
perhaps more) metadata queries that are both
associated with a specific software update. For
instance, a particular application may require
certain types of graphics hardware or processor
hardware or versions of other software.
Therefore, there would be multiple metadata
queries to determine if at least one of the
required combinations is present that satisfies
the requirement of the specific software
update. The graphic states “Automatically scan
you SCCM or Intune inventory to auto-enable
product for publishing” meaning that all of the
combinations of hardware and software needec
to support a particular patch would be subject
to the patch fingerprints that determine if a
required hardware/software combination is
present in the device to be updated. The
hyperlink provided is not intended to show the
communications of fingerprints and existence
test but shows that communication with device
uses XML format.

! Notes are provided as a courtesy only and for settlement purposes only subject to Federal Rule of Evidence 408 and any applicable state equivalent. Notesare not intended to be exhaustive nor indicate specific support
for any claim element, nor is support for any claim element limited to that indicated in the Notes. Moreover, nothing in the Notes shall constitute an admission of any kind with respect to, or have any other legal bearing
on the scope and breadth of, the claims. Nothing herein should be regarded as the provision of legal counsel, and recipients are welcome and encouraged to consult with qualified legal counsel regarding claim
interpretation matters. For purposes of complete clarity, nothing herein is intended narrow or otherwise limit the scope or breadth of the claims as issued. In addition, to the extent JSON is used as a language for querying
device agents or supplying device agents with data, JSON is a well-known equivalent to XML and performs the same function in the same way with the same results and therefore would satisfy the Doctrine of Equivalents
test.
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(b) an update server in
communication with the
package computer,

(i) wherein the update
server stores at least the
first and second patch
fingerprints of the
package computer;

(ii) wherein the update
server 15 located remote
from the

package computer; and

Simplified Third-Party Application
Management

We help you extend Microseoft Endpoint Manager (ConfigMgr
and Intune) copabilities by seamiessly integrating third-party
patehing and application managemaeant. Our average
customer saves about 8,000 hours per year and publishes
over 1,329 updates and applications. This saves administrative
time by eliminating the manual packaging of third-party
products.

One of the most common ways computers are éxploited is
vulnerabilities in outdated third-party applications or libraries,
A primary benefit of our product is improved security through
patching vulnerable third-party applications. In 2020, we
released a totol of 2,915 third-party updates, which oddressed
1,530 CVEs

By only focusing on application management, you can ansure
you receive a team dedicated solely to this problem. We're a
small team passionate about what we do, why we do it, and
who we do it for

Panch My PC

Product Features

o Automate Third-Party Updates

* Third-party updates automotically published to SCCM and
ntune

& Use axisting processes to deploy updates, including ADR'S

* Report on non-compliance for third-porty updates in tha
same woy as Microsoft updatas

« Automaotically scon your SCCM or Intune inventory to
outo-enable product for publishing

® Our applicotion feature alkows you to rofiback third -party
updates if neadod

& Third-porty updotes typicolly released tho somae day as
tha vendor mokeos it ovaioble

9 Automatically Create Applications

Creote bose applications for SCCM and intune
Eliminate manual pockaging of applications
Auto-update opplications to the latest version

Enswre new machines always receve the most secure
varsion of an application

Use existing deployment mechonisms: task Sequances,
collections, or Intune aTsignMents

Applicotions include vendor icons, descrnptions. and
kaywords

In the graphic, the Patch My PC cloud is where
the update server(s) reside along with the
package computer. Under the heading
“Automate Third-Party Updates” it discloses
that updates that must come from a third party
(the third party’s server is the package server
for those updates) Patch My PC’s update server
communicates with the package computer of
the third party to deliver the patch to the
Endpoint device.

The update server (the Patch My PC cloud)
communicates with the package computer
(either its own package computer or a third-
party package computer)

On information and belief, even the Patch My
PC update servers that communicate with the
agents {Intune or ConfigMgr in the graphic) are
separate from the Patch My PC package
computers to more effectively manage
bandwidth and response to Endpoints by the
update server.
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¢) a discovery agent
configured to separately
interact with both the
first XML metadata
query and the second
XML metadata query to
produce first target
computer information
relating to the first target
computer:

simplified Third-Party Application
Management

We help you extend Microsoft Endpoint Manager (ConfigMgr
and Intune) capabilities by seamiessly integrating third-party
patching and application management. Qur average
customer saves obout 8,000 hours per year and publishes
over 1,320 updates ond applications. This saves administrative
time by eliminating the manual packaging of third-party
products.

One of the most common woys computers ate exploited is
vulnerabilities in outdated third-party appiications or libraries.
A primary benefit of our product is improved security through
patching vuinerable third-party applications. in 2020, we
released a total of 2,915 third-party updates, which addressed
1,530 CVEs

By only focusing on application management, you can ensure
you receive a team dedicated solely to this problem. We're a
small team passionate about what we do, why we do it, and
who we do it for

Product Features

e Automate Third-Party Updates

*  Third-porty updates automatically published to SCCM ond
intune

®  Use existing processas to deploy updates, including ADR'S

* Report on non-compliance 1or third-porty updates in the
s0me way 0s Microsoft updotes

& Automatically scon your SCCM of Intuno invontory to
auto-enable product for publishing

®  Our application feature allows you to rollback third-party
updates it needed

&  Third-party updates typically released the some day as
the vendor makes it avaioble

@ Automatically create Applications

Craate base apphcations tor SCCM and intune
Eliminate manual packaging of applications
Autc-update applications to the latest version

Ensure now mochines always recenve the most secure
wersion of an gpplicotion

Use eristing depioyment mechanisms: 1ask SeqQuances,
collections, or intuna assignments

Applications include vendor icons, descnphons, ond
kaywords

The Endpoints have either Intune or ConfigMgr
installed on the endpoint that are agents that
then communicate with both the update server
and the endpoint managed device. Every XML
metadata query is separate and distinct from
every other metadata query (each having their
own Patch Signature and Existence test,
together a Patch Fingerprint).
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Patch My PC

Notes!

wherein the system is
configured to:

(A) send the first XML
metadata query and the
second XML metadata
query of the first and
second patch
fingerprints from the
update server to the
discovery agent to
gather the first target
computer information;

(I) wherein the first
target computer
information is related to
at least registry
information, software
presence information,
and software version
information relative to
the first target computer;

(I1) wherein a first
portion of the first target
computer information is
associated with the first
patch fingerprint and the
first XML metadata
query;

(I11) wherein a separate
second portion of the
first target computer
information is associated
with the second patch
fingerprint and the
second XML metadata

query:

Simplified Third-Party Application
Management

We help you extend Microsolt Endpoint Manager (ConfigMgr
and Intune) capabilities by seamilessly integrating third-party
patching and application managemaeant. Our average
customer saves about 8,000 hours per year and publishes
over 1328 updates and applications. This savas administrotive
time by eliminating the manual packaging of third-party
products.

One of the most common ways computers are exploited is
vulnerabilities in outdated third-porty applications or libranes.
A primary benefit of our product is improved security through
patching vulneroble third-party applications. In 2020, we
released a total of 2,915 third-porty updates, which addressed
1,530 CVEs

By only focusing on application management, you can ensure
you receive a team dedicoted solely to this problem. We're o
small team passionate about what we do, why we do it, and
who we do it for

Parch My FC

Product Features

@ Automate Thira-party updates

®  Third-party updotes outomotically published to SCCM and
miune

® Use oxisting procosses to deploy updotey, including ADR's

®  Report on non-complianca for third-party updatas in the
S0IMe wiry 0F Microsolt updotes

e Automatically scan your SCCM or intune inventory to
auto-enabie product for publishing

- Our opplication feature allows you to rollbock third-party
wupdates i needed

* Third-party updates typically released the some day as
the vendor mokes it avadabie

e Automatically Create Applications

Create base applicotions for SCCM and Intune
Eliminate manual packoging of appiications
Auto-update applications [0 the iatest verson

Ensura néw mochines ohvays receive the most secure
varsion of on opplicaton

Use ensting deploymant mechoniems: tosk sequences,
collections, or Intune assignMants

Apgpilications includa vendor icons, descriptions, and
Eeywords

On information and belief, Patch My PC's
system is configured to send alternative patch
fingerprints for the same potential software
update to the discovery agent (Intune or
ConfigMgr) when there are acceptable
alternative hardware and software
combinations for the patch but other hardware
or software combinations that are not
acceptable. In this case there would be a first
XML metadata query to gather target computer
information and a second (or more) XML
metadata query(ies) to gather an alternative se
of target computer information each set
consisting of registry information, software
presence information, and software version
information. Multiple queries for the same
update may be sent (only one needs to be
satisfactory) when there are multiple acceptabl
configurations of certain specifications but not
all configurations are acceptable. To determine
this multiple XML metadata queries may be
used to discover if an update can or should be
performed or not.
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